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Q Advisory

of ransportation CirCUIa r

Federal Aviation
Administration

subject: COMPLIANCE CRITERIA FOR 14CFR  Date ACNo: 33.28-1
§33.28, AIRCRAFT ENGINES, ELECTRICAL I nitiated By: Change:
AND ELECTRONIC ENGINE CONTROL Cosimo Bosco,

SYSTEMS. ANE-110

1. PURPOSE. ThisAdvisory Circular (AC) provides guidance and acceptable methods, but not the
only methods, that may be used to demonstrate compliance with 833.28 of Title 14 of the Code of
Federd Regulations (14 CFR). Likedl AC materid, this AC isnat, initself, mandatory and does not
congtitute aregulation. While these guiddines are not mandatory, they are derived from extensve
Federd Aviation Adminigration (FAA) and industry experience in determining compliance with the

pertinent regulations.

2. RELATED REGULATIONS AND READING MATERIAL.

a. Rdaed Regulations. Sections 21.16, 33.4, 33.5, 33.17, 33.19, 33.49, 33.75, 33.91(a),

Appendix A of part 33, 23.901, 23.903, 23.1309, 25.901, 25.903, 25.939, 25.1181, 25.1309,

27.901, 27.903, 27.1309, 29.901, 29.903, 29.1309

b. Advisory Circulars, Notices and Policy L ettersMemoranda
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(1) AC 20-115B, RTCA, Inc. Document RTCA/DO-178B, dated January 11, 1993 (AMJ 20-

115B) (RTCA Document RTCA/DO-178B/EUROCAE ED-12B).

(2) AC 20-136, Protection of Aircraft Electrical/Electronic Systems Againgt the Indirect Effects

of Lightning, dated 3 May 1990 (SAE-AEAL 87-3 REV B dated October 1989).

(3) AC 20-53A, Protection of Aircraft Fue Systems Againgt Fuel Vapor Ignition Due to

Lightning, dated April 22, 1991.

(4) High Energy Radiated Electromagnetic Fieds (HERF), Interim Policy Guideines on

Certification Issues, dated 5 December 1989, issued by AIR-100.

(5) Federa Aviation Adminigtration (FAA) Notice N8110.71, Guidance For The Certification of

Aircraft Operating in High Intensity Radiated Feld (HIRF) Environments, issued April 2, 1998.

(6) AC 21-16D (RTCA DO-160D/EUROCAE ED-14D) Environmental Conditions and Test

Procedures for Airborne Equipment, dated July 21, 1998.

(7) Policy Memorandum, FAA Engine and Propeller Directorate Policy Regarding Time Limited
Dispatch (TLD) Of Engines Fitted With Full Authority Digital Engine Control (FADEC) Systems, dated

October 28, 1993.

Thisdocument does not represent Final Agency Action on thismatter and shall not be viewed as a guar antee that
any final action will follow in thisor any other form.
Paaeii



[DRAFT] [1/13/00 version 31]

(8) AC 33-2B Aircraft Engine Type Certification Handbook, dated June 30, 1993.

c. Industry Documents

(1) RTCA Document No. DO-160D (EUROCAE ED14D), Environmental Conditions and Test

Procedures for Airborne Equipment, dated July 29, 1997.

(2) RTCA Document No. DO-178B (EUROCAE ED12D), Software Considerationsin

Airborne Systems and Equipment Certification, dated December 1, 1992.

(3) SAE ARP 5107, Guiddines for Time-Limited-Dispatch for Electronic Engine Control

Systems, issued June 1997.

(4) SAE ARP 4754, Certification Consderations for Highly-Integrated or Complex Aircraft

Systems, issued November 1996.

(5) SAE ARP 4761, Guiddines and Methods for Conducting the Safety Assessment Process on

Civil Airborne Systems, issued December 1996.

(6) SAE ARP 926A/B Fault/Failure Analysis Procedure.
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(7) SAE ARP 1834/A Fault/Failure Analysisfor Digita Systems.

d. Military Specifications.

(1) MIL-STD-461D, Requirements for the Control of Electromagnetic Interference Emissons

and Susceptibility, deted January 11, 1993,

(2) MIL-STD-462D, Measurement of Electromagnetic Interference Characteristics, Test

Standard For, dated February 5, 1996.

(3) MIL-STD-810E, Environmental Test Methods and Engineering Guidelines, dated

July 31, 1995.

(4) MIL-HDBK-217F, Rdiability Prediction of Electronic Equipment, dated

February 28, 1995

(5) MIL-HDBK-179A, Microcircuit Acquisition Handbook, dated July 20, 1995.

3. APPLICABILITY. Thisdocument gppliesto eectrica and dectronic engine control (EEC)

systems used on aircraft engines certificated under part 33 of Title 14 of the Code of Federd
Regulations (part 33) and for use in aircraft certificated under parts 23, 25, 27, and 29. This document

a0 gopliesto any dectricd or eectronic systemsthat control an engine function, for example
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overspeed or temperature limiting systems.  Lagtly, in some cases, controls for functions not normaly
covered under part 33 or required for engine control are integrated into the EEC, for example, propeller
controls regulated under part 35. In these cases, this document also applies to those functions

integrated into the EEC systemn, but only to the extent that those functions affect part 33 requirements.

4. DEFINITIONS.

a. Alternate Control or Operating Mode(s). For the purposes of this AC, an dternate control or

operaing mode is one in which the operating characteristics or capabilities of the engine control are
aufficiently different from the “norma mode” that the operating characteristics or capabilities of the
arcraft, crew workload, or what congtitutes appropriate crew procedures may be significantly impacted

or changed.

b. Commercid and Industrid Grade Electronic Parts. Commercia (consumer qudity parts) and

indusgtrid grade parts have typica operating ranges of O degrees to +70 degrees Celsus and -40
degreesto +85 degrees Celsius, respectively. Commercid and industria grade parts are typicaly

defined in these temperature ranges in vendor parts catalogs.

c. Electronic Engine Control (EEC) Sysem Thisisthe generic family of eectricd/dectronic engine

control systems that includes FADEC controls, supervisory controls, and derivatives of these.
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d. Full Authority Digitd Engine Contral (FADEC). Thisisacontrol system in which the primary

functions are provided eectronicaly and the eectronic unit has full-range authority over the engine
power or thrust. FADEC systems have been certificated that employ two identical channelsto provide
full-operationa capability after fallure of one channd, or a single channd with asmplified dectronic or
hydromechanica back-up providing an dternate operating mode. The“FADEC system” includes all
the control dements identified in the ingtruction manud, including sensors, wiring and mechanicd,
pneumatic or hydromechanical components and other limiter or protection devices. |If the control
requires data from aircraft computersto operate, this datais consdered a part of the EEC or FADEC
systemn, and the interface requirements for this data should be specified in the engine ingtruction manud.
Mechanicd components, such asthe fuel pump, that are not interfacing with the EEC system are

generdly not included in the definition of FADEC system components.

e. Fault or Fallure. Thisisan occurrence that affects the operation of a component, part, or eement

such that it can no longer function asintended and includes both loss of function as well as a mafunction.

Errorsthat may cause failures are not consdered asfailures.

f. Fault or Falure Condition Thisisacondition having an effect on the airplane or its occupants,

either direct or consequentid, that is caused or contributed to by one or more failures or errors,
congdering flight phase and rdevant adverse operationd or environmenta conditions, or externa

events.

Thisdocument does not represent Final Agency Action on thismatter and shall not be viewed as a guar antee that
any final action will follow in thisor any other form.
Panew



[DRAFT] [1/13/00 version 31]

g. Fault or Failure Detection. Thisterm refersto the discovery of afault or falure condition and

ether announcement of that condition to the flight crew by indrumentation or storage of the detection of
that condition, or itsresults, in afault memory for later retrieva through a built-in test cgpability of that

control.

h. Fault or Fallure Accommodation. This term refersto the capability of the control system or crew

to mitigate, either whally or in-part, the failure condition.

i. Full-up System or Configuration For the purposes of the system safety assessment (SSA)

andyses described in this AC, the “full-up systlem” is one that has no faults or fallures present, detected
or undetected, that affect the control of engine power or thrust, engine protection systems, indication of
critical engine operating parameters or other safety festures of the control. A “full-up” system would be

onein which everything is operative.

j. Lossof Thrust Control (LOTC). Thisterm refersto theloss of capability to modulate and

maintain thrust or power between flight idle and 90 percent of maximum rated power or thrust &t dl
operating conditions (see paragraph 4.c.(4)(a) of this AC). One Engine Inoperative (OEI) or
Automatic Take-off Thrust Control System (ATTCS) ratings and implementations are exempted from
an LOTC andysis, because the portion of time spent at these ratingsis relatively small, and they are

covered by arcraft level andyses.
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k. Per Hour. When the term “per hour” or “per flight hour” isused in this AC, the definition is“per

engine flight hour.”

|. Range of Control. Thisterm refersto modulation of the engine from idle to 100 percent max
rated thrust or power and includes any red line or higher rotor speed protection controls and any engine

temperature, torque, and pressure limits set and implemented by the contral.

m. Take-off Envelope. Thisterm refersto the operation of the aircraft a or below 1500 feet above

ground level (AGL) during take-off or landing approach. In cases in which distant obstacle clearanceis
involved, the take-off envelope may be to a higher dtitude than 1500 ft. AGL. For rotorcraft the take-
off envelope is conddered to be 1000 feet AGL for Category A rotorcraft, and within the height-

velocity envelope for dl others.

n. Uncovered Fault. A fault or failure for which either no detection mechanism exigs or, if detected,

no accommodation exists.

0. Unsafe Condition. For purposes of this AC an unsafe condition is one that prevents continued

sdfe flight and landing of the aircraft and must be extremey improbable, thet is the probability per engine
flight hour should be less than 10E-09 events’hour. Failures of the EEC system that may be classfied as

unsafe under certain conditions are discussed in thisAC.

5. BACKGROUND.

Thisdocument does not represent Final Agency Action on thismatter and shall not be viewed as a guar antee that
any final action will follow in thisor any other form.
Paae viii



[DRAFT] [1/13/00 version 31]

a Thisadvisory circular provides guidance materia for methods of complying with §33.28,
Electrica and Electronic Engine Control Systems. Section 33.28 was added to part 33, Airworthiness
Standards: Aircraft Engines, as Amendment 15 (58 FR 29095, 5/18/93) and became effective on

August 16, 1993.

b. An accompanying advisory circular was not issued at the time because there was an FAA
initiative to reduce the amount of advisory materia by providing arule with sufficient informeation to

minimize the need for additiond advisory materid.

c. Initidly EEC technology was primarily gpplied to engines designed for large transport aircraft
goplications. The certification practice and implementation of §33.28 was oriented toward these
goplications. When the use of EEC technology was limited to a smdl group of manufacturers, the
information and guidance provided in the rule itsdf was adequate. With the proliferation of EEC
controls, however, it has become evident in severd recent engine certification programs thet thereisa

need for additiond advisory materid.

d. Inaddition, industry representatives from the engine community that design engines for
goplications other than large transport arcraft certificated under part 25 have questioned the criteria
used to determine equivaence to the typicd hydromechanical sysem. One of the basic criterion for
FAA acceptance for the replacement of hydromechanicd technology with € ectronic technology for
engine controlsis that the new technology must have an equivaent leve of integrity and rdiability asthe

technology being replaced. Because the data used to establish the criteriafor equivaent reliability of a
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typica hydromechanica system was based on part 25 certification experience, other industry
representatives have presented a vaid argument that the equivaence criteriato a hydromechanical
system should be based on data for hydromechanica control systems used in their respective part 23,

27, and 29 certifications.

SIGNATURE
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1. SECTION 33.28 - GENERAL . One of the objectives for the engine manufacturer in an

engine certification program is to show that the certificated engine will be “ingdlable’ ina
particular arcraft or arcraft type. If the arcraft gpplication is unknown at the time of engine
certification, the engine manufacturer should make reasonable ingtalation and operationa
assumptions for the anticipated arcraft gpplication to achieve this objective. In order to
facilitate achieving this objective, the engine manufacturer should provide a document that
describes the EEC system and its operation to both the office with respongbility for the engine
certification program and to the office with respongbility for the aircraft certification program.
The arcréft certification office will determine if the EEC system complies with the gpplicable
arcraft certification regulations (8XX.901, 8XX.903 and 8XX.1309 of parts 23, 25, 27, and
29). Providing the EEC documentation to the aircraft certification office is particularly important
when the sysem isnovd or unique and differs from previoudy certificated sysems. The engine
certificating office will so coordinate with the gppropriate FAA engine controls specidist(s) in
thisregard. If these reviews indicate that the engine may not be ingalable in the intended
arcraft type, then the engine certificating office will inform the gpplicant and the gppropriate
arcraft certification office of any potentia certification issues. This coordination with the arcraft
certification office is only consdered necessary for the initid aircraft gpplication of the engine. If
no arcraft isidentified as the anticipated ingtdlation for the engine, areview may be conducted
with the applicable sandards gaff. Any ingtdlation limitations or operationd issues will be

noted in the Ingallation or Operationa Manuas and the Type Certification Data Sheet (TCDS).

Thisdocument does not represent Final Agency Action on thismatter, and shall not beviewed asa
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Lastly, gpplicants should be aware that the aircraft certification office may require flight testing to

fully evauate engine performance and operability characteristics for dl operating modes.

2. SECTION 33.28(a).

a. RuleText. Section 33.28(a) providesthat each EEC mugt, “ Have the control system
description, the per cent of available power or thrust controlled in both normal
operation and failure conditions, and the range of control of other controlled functions,

gpecified in theinstruction manual required by 833.5 for the engine.”

b. Intent of Rule. Section 33.28(a) ensuresthat the engine ingtaler is provided with
aufficient information regarding the EEC system to have a clear understanding of the control
system in the norma and any aternate control or operating modes. Any differencesin operation
in other than the norma mode should be clearly defined. Also, any subtle interface
requirements, such as power interrupt tolerance of the EEC, should be clearly defined. The
percent of available power or thrust in both normal operation and any dternate modes should

be specified. Range of control of other controlled functions should aso be specified.

c. Background. The following guidance provides a method, but not the only method, of

compliance with §33.28(a).
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(1) Control System Description. The gpplicant should include a brief control system

description in the ingtruction manua and may incorporate amore detailed system description
document by reference. Consderation should aso be given to other functions integrated into
the EEC system. If functions other than those directly associated with the control of the engine
are integrated into the EEC system, such asthrust reverser control, propeller control or
automatic starting, descriptions of these functions should dso be included in the ingtruction
manud. Evenif the FADEC contral isintegrated wholly or in part within an arcraft avionics
system, the engine manufacturer should provide an engine control system description to the
extent of the gpplicant’s responsibility related to part 33 engine certification requirements and
should include the relationships of the engine control system to the aircraft sysems. Engine
control systems that are embedded in arcraft avionics may require specid conditions as

prescribed under §21.16.

(2) Interface Description Theingtruction manual should include ingdlation interface

descriptions, limitations, and requirements of the engine control system. For example, the EEC
power requirements and qudity, including interrupt limitations, should be clearly defined for the
engineinddler. Another example istha the impedance and buffering limitations for the sgnds
provided by the EEC system for display and instrumentation, or sgnas used by the EEC, such
asar datainformation, should be specified to ensure that the EEC system is adequatdly isolated

and unaffected by other systlems using these Sgnds.

(3) Operationa Description

Thisdocument does not represent Final Agency Action on thismatter, and shall not beviewed asa
guaranteethat any final action will follow in thisor any other form.
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(@ Theingdruction manud should contain a description of the control system operating
characterigtics in both the norma and aternate control or operating modes. Redtrictionsin the
flight envelope or unusud operating characteristics in these dternate modes should be clearly
defined. Any abnormal control characteritics that could have an impact on crew procedures,
training, workload, or any other aspects of arcraft performance or operating characteristics

should be identified for evaluation during arcraft certification.

(b) If dispatch of the control system with faults has been gpproved by atime-limited-
digpatch (TLD) analysis or other analyses, the ingtruction manual, or other appropriate
documentation, should include the time limitations pertaining to this type of operation. If no
TLD or other gppropriate andysis or documentation is submitted to substantiate the
acceptability of digpatching the engine control with faults present or portions of the control
inoperative, the control may be restricted to “full-up” dispatch only. Any abnorma control
characterigtics that could have an impact on crew procedures, training, workload, or any other
aspects of arcraft performance or operating characteristics should be identified for evaluation

during arcreft certification.

(¢) Faultswill occur which leave the control in a non- digpatchable configuration. The
ingruction manud should indicate how the EEC system will announce that condition to the flight

crew. It should aso describe how the control system provides “output information” of such a
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condition. Faultsthat leave the control in a condition that cannot meet part 33 requirements are

generdly consdered non- dispatchable.

(d) For fault conditions that are approved as digpatchable by the engine certificating
office, the indruction manua should describe how information concerning these fault conditions
is avallable from the control or e'sewhere, and the “time limits’ gpproved for such operations.
Approvd by the engine certification office that a particular fault condition is dispatchable does
not guarantee that the aircraft certification office or the operator’ s certificate management office

will approve that same condition as dispatchable for the aircraft or that operator.

(4) Subgtantiation Data. The ingruction manua should include data from anadyses

conducted to comply with 8833.28(b) and (c) (discussed in paragraphs 3 and 4 of this AC),
data from the environmenta testing conducted to comply with §33.28(d) (discussed in
paragraph 5 of this AC), and data from the software level determinations conducted to comply
with 8§33.28(e) (discussed in paragraph 6 of thisAC). Thisdatawill asss theingdler in safely

ingalling the engine. The following specific data should be included:

(& The agpplicant should have available and provide, as required, datafor al operating

modes to demondtrate that the control meets its design intent.
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(b) The applicant should have available and provide, as required, datato show that a

progressve means of increasing power or thrust with throttle or load demand is provided for dl

control modes.

(c) Datafor thefollowing:

1. The softwareleve (for each function, if necessary).

2. The edtimated falure ratesfor:

(i) Engine shut-down in-flight due to engine control causes.

(i) Lossof engine or propeler control or sgnificant change in power or thrust.

(ii) Falluresto the back-up system.

(iv) Transmisson of faulty parameters that affect cockpit located engine

displays, or other safety critical functions.

(v) Lossof any critical safeguards, such as overspeed or valves needed for fire

protection.
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(vi) Lossof any arcraft-supplied data or power required to assure proper

engine operation.

(vii) Other safety Sgnificant failure conditions, such asthe probability of an
uncontrolled overspeed and the other control system associated events as determined from the
system safety andyss (SSA). A control system event is one that the control system causes or is

involved in preventing.

(d) Thetypesand levds of environmentd exposure for which the EEC system has
been successfully qudified should be stated, for example, vibration, temperature, HIRF, and
lightning. For new applications of a previoudy certified control system, subgtantiation of the
environmenta cgpability of the EEC system by smilarity analyses, as well astests, may be
acceptable. The certification gpproach to be pursued should be indicated in the certification
plan. For HIRF, lightning and eectromagnetic interference (EMI) qudification tests, the

interfacing arcraft cables used for the tests should be described.

(5) Fault Accommodation Logic Data.

(& The applicant should have available and provide, as required, atabulation of the

fault accommodation logic for the critical parameters used by the control.
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(b) The applicant should have available and provide, as required, atabulation of the

“default” or “fall-safe’ gates of dl EEC system outputs and the rationde for their selection.

3. SECTION 33.28(b).

a. RuleText. Section 33.28(b) providesthat each EEC system, “ Be designed and
constructed so that any failure of aircraft-supplied power or data will not result in an
unacceptable change in power or thrust, or prevent continued safe operation of the

engine.”

b. Intent of Rule. Section 33.28(b) ensures that the engine and control continue to function
in asafe and reliable manner in the event of the fallure of aircraft-supplied power or data, or
both, while providing sufficient flexibility to accommodate the increasing engine and arcraft

integration that accrues from the use of eectronic control technology.

c. Background. The following guidance provides a method, but not the only method, of

compliance with §33.28(b).

(1) Unacceptable Change in Power or Thrugt. The office with respongibility for the

engine certification program will decide for each program, on a case by case basi's, what
condtitutes an “Unacceptable change in power or thrust.” Further discusson on loss of power

or thrust can be found in paragraph 4 of this AC. Although complete or partid loss or change
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of thrust or power in asingle engine is not necessarily an unsafe condition for multi- engined
arcraft, the engine certification office will evauate both partid and complete loss of power or
thrust. This evduation includes the frequency, duration and percentage of power or thrust
change that results from the fallure of arcraft-supplied data or power. Thisevauaion dso
consders location in the flight regime at the time of the event. The gpplicant should provide
andytica or test data that can be used in thisevaluation. This data may include worst case plots
of percentage power or thrust change over the declared operating envelope for failure of

aircraft-supplied data or power.

(2) Ralureof Aircraft-Supplied Data. “Aircraft-supplied data,” in this context, includes

al andog, discrete and digitd data provided by the aircraft sysemsto the EEC. The gpplicant
should define in the ingruction manud the effect of the falure of arcraft-supplied deta on the
engine s output power or thrust characteristic throughout the flight envelope. The above data
should be provided for dl alowable engine control and aircraft digpatch configurationsin which
theloss of arcraft power or datain that digpatch configuration would result in adifferent engine
control system response. Examples of system configurations that have been found to be

acceptable under §33.28(b) include:

(&) Dual sources of aircraft-supplied datawith loca engine sensors provided as
“voters’ and dternate data sources. Sensorsthat act as“voters’ provide amethod for the EEC
system to determine if one of the primary data sources is providing erroneous data, and to then,

if 30, diminate that erroneous source from condderation. In the event of afalurein the aircraft-
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supplied data, the engine sensors act as the primary source of sensed data through the fault
accommodation logic. In the event of the loss of this engine-sensed data, the system uses

modeed or synthesized parameters.

(b) In some cases, asystem may use synthesized engine parameters as voters. The
gpplicant should provide data that gives the worst case percentage change of power or thrust
over the declared operating envelope when inaccuracies of the synthesizing process are

congdered aswdll as the environmenta effects on the sensors used in the synthesis.

(©) 1t may be acceptable to use athird source of aircraft-supplied data as the voter in
lieu of engine sensors. In this case, when aircraft datais used exclusvely, the following items

should be addressed, if applicable, in the SSA or other appropriate documents:

1. Softwarein the data path to the EEC should be a alevel congstent with that
defined for the EEC. The data path may include other aircraft equipment, such as arcreft ar
data computers (ADC), thrust management computers, or other avionics equipment. If the
software levelsin the computers generating data used by the EEC, or in the computersin the
data path to the EEC, are not a a consstent level with EEC software, then the use of that data
in the EEC should be limited s0 as not to cause LOTC events or ingppropriate engine operating

events.
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2. Theagpplicant should state in the ingtruction manud that the aircraft manufacturer
must ensure that changes to aircraft equipment, including software, in the data path to the engine

do not affect the integrity of the data provided to the engine as defined by the ingtruction manudl.

3. If digpatchability of the arcraft without a third source required by the systlem as
the voter is anticipated, andys's that demongtrates the acceptability of this digpatch configuration
must be provided for the Minimum Maintenance Equipment List (MMEL) or for the TLD

documents, as applicable.

4. Since arcraft-supplied data has an effect on EEC system operation, the effects
of faulty and corrupted aircraft data on the EEC system should be supplied in the engine
ingruction manud. 1t is assumed in the three ADC configuration that the EEC syster would be
sgnificantly affected by erroneous or faulty ar datainformation and that the engine could
experience a 9gnificant thrust or power change during such a condition. If thisisthe case, the
goplicant should indicate in the ingtruction manua thet air data information, and any other aircraft
information that could have a Sgnificant impact on engine thrust or power, is consdered critica
to EEC system operation, and therefore, the ingtaler should ensure that those sensors and
equipment involved in delivering that information to the EECs are capable of operating in the
“savered’ HIRF and lightning environments, as defined in the certification basis for the aircraft,

without impact to their proper and continued operation.
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5. Therdiahility level for the arcraft-supplied data that was used as part of the
SSA and LOTC andysis, as discussed in paragraph 4 of this AC, will be stated as an “assumed

vaue' in theingtruction manud.

(d) Fault accommodation for the complete loss of ADC inputs or other aircraft-
supplied data, even though this loss may be extremey improbable, should be provided. In this
case, sufficient testing or andysis, or both, should be conducted on the fault accommodated
control mode to establish that the engine operating characteristics comply with al operability

requirements of part 33.

(3) Common Mode Faults. In the exchange of data with the aircraft, consideration

should be given to eimination of unacceptable common mode faults affecting the operation of
more than one engine or propeller. Limits for unacceptable common mode faults that affect
power or thrust are described in the discussion of §833.28(c) (paragraphs 4.c.(4)(c), 4.c.(4)(d),
and 4.c.(4)(e) of thisAC). Common faultsthat affect engine protection limit systems or could
hazard the aircraft would generdly be unacceptable. The logic included in the control system to
accommodate common faults should be demonstrated. Any precautions needed to address
common effects may be taken either through the aircraft system architecture or by logic interna
to the engine control system. This may be demondtrated as part of the software integration
testing during the EEC software verification or EEC system validation test program.

In particular, the following cases should be considered:
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(&) Erroneous data received from the arcraft by the engine or propeller control
system, if the data source is common to more than one engine or propeller, for example ar data

sources, autothrottle systems, and synchronizing controls.

(b) Control system operating faults propagating via data links between engine or
propeller, for example, maintenance recording, common bus, cross-tak, auto-feathering, and

automatic power reserve system.

(¢) Lossor interruption of aircraft data or eectrica power used by the engine control,

when that loss or interruption is caused by the failure of another engine.

(d) Exchange of data between engines to implement control functions, for example,

load sharing and synchrophasing, should be shown to incorporate authority limitsin order to

prevent unacceptable common mode loss of power or thrust.

(4) System Integration The trend toward system integration may lead to EEC systems

that utilize resources didtributed within the arcraft in addition to the aircraft-supplied data
described above. In these cases, the office respongble for certifying the engine will 1ook to the
engine manufacturer to specify the requirements for the EEC system, as described in the
ingtruction manuad, and to substantiate the adequacy of those requirements. These requirements
are defined in the indruction manud to ensure that the engine certification basisis maintained.

These may indude, but are not limited to, the following:
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(@) Software levels should be compatible with the software levels used in the EEC

system hazard assessment.

(b) Software partitioning, if gpplicable, should comply with DO-178B guiddines.

(¢) Lightning, HIRF, and EMI testing should demondtrate that the EEC system is not

adversaly affected when exposed to these environments.

(d) Rdidhility requirements for control system elements located in the aircraft that

form any part of EEC system type design should be defined.

(e) The effects of faults on the continued environmenta qudification of the EEC
system should be addressed. Thisisimportant if multiple engines may share a common interface
or if these faults could remain undetected long enough that they are anticipated to be present

Smultaneoudy on multiple engines.

(5) Fault Accommodation Logic. The gpplicant should perform an SSA to determine the

adequacy of the EEC fault accommodation logic. Functiondity of the fault accommodation
logic should be demonstrated. This demonstration may be conducted as part of the system

integration testing.
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(6) Control System Elements Mounted in the Aircraft. There may be eements of the

control system that are mounted in the aircraft that are powered by and dedicated to the EEC,
such as athrottle position transducer. In these instances, the element is considered to be an
integral component of the EEC system and faults should be accommodated as such, rather than
asarcraft-supplied data. The method used for addressing single and dud failures of these
sgnas should be documented and the fault accommodation for these sgnals demongtrated. The
demondtration may be completed as part of the software integration testing during the EEC

software verification testing.

(7) Falureof Aircraft-Supplied Power. The applicant should demongtrate that the EEC

control system can continue to function normdly with the fallure or interruption of arcraft-
supplied power a any point within the declared engine operating envelope. Some engine
control functions that have traditionaly relied exclusvely upon arcraft dectricd power are
excepted from compliance with this requirement because their good service history indicates
they provide an equivaent levd of safety for compliance with thisrule. The gpplicant should
define in the ingtruction manud the impact of the fallure of arcraft-supplied eectricd power on
the output power or thrust characteritics of the engine throughout the flight envelope. The

following are examples of these functions.

(& Non-criticd functions,

(b) Engine gart;

Thisdocument does not represent Final Agency Action on thismatter, and shall not beviewed asa
guaranteethat any final action will follow in thisor any other form.
Pane 15



[DRAFT] [1/13/00 version 31]

(© Ignition;

(d) Thrust reverser;

(e) Anti-icing; and

(f) Fud shut-off.

(8) Aircraft-Supplied Power as Backup Power. Aircraft-supplied power may be used

as a backup source of power to the dedicated engine-mounted aternator in the event of an
dternator fallure. If the control isnot required to have a dedicated power source and uses
arcraft power asits norma power supply, such as asystem with afull hydromechanica back-
up, and the trangition from the eectronic to the hydromechanica contral is acceptable, then this

does not apply.

4. SECTION 33.28(c).

a. RuleText. Section 33.28(c) providesthat each EEC mugt, “ Be designed and
constructed so that no single failure or malfunction, or probable combination of failures
of electrical or electronic components of the control system, resultsin an unsafe

condition;”
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b. Intent of Rule. Section 33.28(c) ensures that the complete engine control system,
including the dectrica and eectronic parts, provides a system that is consdered equivdent in
safety and reiability to engine control systemsthat are based on more conventiond
hydromechanica technology. Current regulations based on hydromechanica technology rely on
testing and mechanica ingpection intervals to ensure control system rdiability and arworthy
operation. Electronic technology does not lend itself to mechanicd ingpection. Therefore, to
ensure safe operation after an eectrica or eectronic component failure, redundancy techniques
and sdf-monitoring have been required in EEC systems to achieve equivadent control system
integrity. Previous EEC systems have used the design gpproach of showing that the EEC
system is essentialy single fault tolerant with repect to eectricd or eectronic falures when
establishing safety and reiability equivaence to conventiond hydromechanicd sysems. The
word “essentidly” is used because it may not be practicd to accommodate dl falures. Inthe
TLD andyssatwo (2) percent default value is assgned in some cases to these uncovered faults

for afull dud channd redundant system.

c. Background. The following guidance provides a method, but not the only method, of

compliance with §33.28(c).

(1) Replacement of Hydromechanical Technology. The objective in accepting the

trangtion from hydromechanica control (HMC) technology to e ectronic control technology is

to maintain a least an equivaent leve of system reiability and safety. A review of severd
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hydromechanica control system designs shows that the mean time between control system

falures that have a sgnificant effect on engine operation is gpproximately 100,000 hours.

(2) Engine Controlsfor Part 25 Aircraft Applications. For engines used in large transport
arcraft, the criteriaused in early certification programs to establish that an EEC had an
equivdent leve of safety and riability to an HMC was that an EEC system should not cause
more than one LOTC event per 100,000 engine operating hours. An LOTC event is discussed
in paragraph 4.c.(4)(a8)1. of thisAC. Redundancy techniques may be provided in the system by
eectronic, HMC, or other means. In generd, engines designed for ingtalation on trangport
category arplanes utilize afully cgpable dud channd FADEC or asingle channd FADEC with

afully capable HMC.

(3) Engine Controls for Aircraft Applications Other Than Large Trangport Aircraft. For
goplications other than transport category airplanes, such as generd aviation arcraft certified
under part 23 and both norma and transport category rotorcraft, certified under parts 27 and
29, the LOTC rate of one (1) event per 100,000 engine hours is aso acceptable. However,
criteria other than the 100,000 hour LOTC rate may be appropriate, depending on the reliability
demongtrated by the previous control systems used on those engines, provided that in-service
experience has proven that religbility of those previous systemsto be satisfectory. Inthiscase,
an acceptable sysem LOTC rate, that is arate equivaent to the hydromechanica systems being
replaced, of more than one (1) event per 100,000 engine hours may be acceptable. These new

systemswill sill be expected to be “essentidly” single fault tolerant with respect to eectrica or
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eectronic fallures. In these systems, transfer to an dternate mode(s) should not be considered
an LOTC event in the analys's, provided the dternate mode(s) satisfies the gpplicable LOTC
guidelines provided in this AC. An acceptable system reiability rate may be achieved by usng

afunctionaly dissmilar hydromechanica or dectronic system with reduced capatility.

(& The acceptability of these dternate systems should be assessed on the basis of the

following criteria

1. Compliance of the dternate system with the requirements of part 33. Any
exceptions should be identified and assessed with respect to proposed operational usage. In no

case should backup or dternate functions result in an unsafe condition.

2. Thefailure rate from the primary control mode to the dternate system.

3. TheLOTC rate of the control system.

4. PRilot workload and performance during trangtion to or during operation in an
dternate control mode. Thisissue may need evaduation & the aircraft level. The engine
manufacturer should coordinate with the aircraft manufacturer, if known, and the aircraft
certification office to determine whether the dternate operating modes comply with the
goplicable arcraft certification sandards. These issues have been sgnificant for some

programs.
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(b) Factorsto be consdered in the design and evauation of any dternate operating

mode(s) should include, but are not limited to, the following:

1. Automdtic protection from surge or lean limit blow-ouit.

2. Accderation and deceleration times.

3. Altitude rdight cagpability.

4. Dormant failures of the dternate operating mode and documentation of any

automatic or manual checks to ensure the availability of the mode.

5. Digpatchability, if any dternate modes are intended to be dispatchable.

(4) System Safety Andysis (SSA).

(& The gpplicant should complete and have available for review and acceptance an
SSA for the EEC control system, addressing al declared dispatchable control configurations.
Daaused in the SSA should be substantiated. The SSA should include, but not necessarily be

limited to, the following events caused by engine control system mdfunctions
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1. Faluresaffecting thrugt:

(i) Lossof the ability to modulate power or thrust between the sdlected idle and
90 percent of maximum rated power or thrust at dl operating conditions. Thisfallure modeis
consdered an LOTC event. Minor deviaionsin idle thrust caused by faults affecting that
control function may be dlowable. A fault that increases idle thrust too much may be aconcern
in the arcraft gpproach configuration, because it affects the aircraft’ s ability to maintain the
desired approach angle or glide-dope, and afault that decreasesidle thrust too much may effect
cowl anti-icing and go-around thrust capabilities. Therefore, while faults that result in not setting
the proper idle thrust do pose a concern, small deviations from the correct, selected idle thrust
due to small sensor errors, for example, should be acceptable. These conditions should be

examined in the engine failure modes and effects andyss (FMEA) and the aircraft SSA.

(i) Engine shutdown, which isasubset of dl LOTC events.

(iif) Unwanted changes in magnitude or direction of power or thrust.

(iv) Ingability in the control of acritica function.

2. Tranamission of faulty parameters, including engine indications such as ail
pressure, rotor speed, inter-turbine or exhaust gas temperature, the engines thrust parameter if

not rotor speed, engine power or torque, etc.
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3. Unwanted action of acritica control function, such as deployment of reversers.

4. Degradation in the capability of executing a critical function, such asfalureto

auto feather.

5. Inability of the engine to meet part 33 requirements, such asloss of engine

protection features as outlined in paragraph 4.c.(6) of thisAC.

(b) When gpplicable, failure rates should aso be provided for loss of ancillary control
functions and engine indications that directly or indirectly lead to engine shutdown, such asthe

following;

1. Sability augmentation.

2. Qil, engine case, or component cooling.

(¢) The SSA should condder the extent of power or thrust changes resulting from

undetected faults:

1. When operating in the take-off envelope, an uncovered fault in the control

system or of an aircraft Sgnd used by the engine control system that resultsin athrust or power
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change of less than three (3) percent on the engine has generdly been consdered acceptable.
However, this does not detract from the gpplicant’ s obligation to ensure that the full-up system
is capable of providing the declared minimum rated thrust or power during take-off. Such faults
should be random in nature and should be detectable and correctable during routine ingpections,

overhauls or power-checks.

2. Undetected faultsin an arcraft sgnd that result in athrust or power change
greater than three (3) percent should be declared in the gpproved engine instruction manual.
This data should describe the magnitude of the thrust or power change and the flight condition
associated with the condition. Larger than three (3) percent undetected thrust or power
changes have generally been considered acceptable when operating outside the take-off
envelope. In previous arcraft gpplications, these “outside the take-off envelope’ thrust or
power changes have been limited to less than gpproximatdy 15 percent and have been dlowed

in conditions involving high dtitude or high speed, or baoth.

(d) During take-off, detected faults in aircraft Sgnds used by the engine control that
result in athrust or power change of up to 10 percent may be acceptable if their frequencies of

occurrence are relatively low. In previous applications, frequencies of lessthan 10~ events per

flight hour have been accepted.

(e) Single or multiple eectrica or eectronic falures, aswell as hydromechanica

system failures, that cause agreater than 10 percent change in power or thrust should be
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included in the control sysem’s LOTC andyss. Inthisandyss, asdfety factor or margin
should be used for the frequencies of occurrencesfor “single’ eectrica or eectronic failures that
result in agreater than 10 percent thrust or power change when afield service data base is not
available to support the dataused in the andlyss. A factor of two (2) isrecommended. If a
sangle dectrica or dectronic falure can result in an engine configuration that does not comply
with part 33, this should beincluded in the SSA. The frequencies of occurrence of single
electrical or dectronic falures that cause thrust or power changes less than 10 percent, but
greater than three (3) percent, or result in the engine not meeting part 33 requirements, should

be reviewed with the office handling the engine certification for acceptance.

(f) The SSA should provide dlowance for uncovered faults and their effects on the
control system. This acknowledges the potential presence of faults that can affect thrust or
power and may not be recognized in the FMEA and SSA and, therefore, for which no fault
accommodation is provided. It isgeneraly assumed that uncovered faults, which can have a
greater than 10 percent influence on engine thrust or power, lead to LOTC events. Therefore,
the fault rate for these uncovered faults should be included in the LOTC andysis, and therate

used should be substantiated.

(g) If the SSA assumesthat a particular crew action is used to mitigate the impact of a
fault condition, that assumed crew action should be clearly detailed in the ingtruction manud.
The acceptability of this crew action may need to be validated at the aircraft level during aircraft

certification. If the gpplicant requires a particular crew action to avoid an unsafe condition, the
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gpplicant should specify the display requirements associated with the failure condition in the

ingruction manudl.

(h) The SSA should congder potentid faultsin arcraft wiring associated with the
engine control. The effect of agrounding or over-voltage condition on any EEC system wiring
caused by opens or shorts in that wiring to other arcraft wiring or structure shdl be contained in
the engine ingruction manua. Specid note should be made for any digpatch configuration in
which the open, short, or over-voltage condition would cause an LOTC event. In addition,
opens and shorts to ground of the engine harness wiring should be shown by test or anayss, or

both, to result in a safe engine response.

() The gpplicant should have available for review an FMEA. The FMEA can be
based on a piece part falure andyss or afunctiond andyss. Snce FMEAs are usudly
completed from a complete type design configuration, performing an FMEA by completing a
piece part fallure analysis on redundant ectrica or eectronic componentsis not particularly
useful, because the effect or result for most of these failuresis*no effect.” For the purposes of
understanding the failure modes of aredundant EEC system, the intent of the propulsion control
system FMEA should be to understand the system with regard to single falures. Hence, the
anadysis should be focused on those single dements of the control that cause an impact on the
control system and, therefore, engine operation. Of particular interest are those single dectrica
or eectronic and mechanica or hydromechanical failures that affect the operation of the control

sysem. These may be undetected or uncovered faults as well as detected faults. Some of the
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falures that should be consdered are failures that cause the control system to change engine
power or thrust, not respond to throttle inputs, lose the capability of shutting off fudl, cause the
engine to overspeed, cause loss of a protective function, cause the control to “fal fixed” or
change modes, or cause the control to fail to a sate that requires pilot intervention. Mechanica
or hydromechanica failures that cause the engine to possibly increase in power or thrust and
disable or reduce the capability of a protective function, like the overspeed protective function,
should be investigated and reviewed to determine whether the design should be atered or
changed to avoid such astuation. The analyssisintended to determine the criticality of Sngle

falures

(5) Control Mode Trangitions. Systems that use aternate control modes as a backup

system, induding supervisory control systems, should incorporate automatic control features to
transfer to the alternate mode when detected eectrical or eectronic failures occur thet are
otherwise not accommodated in the norma mode. 1n some gpplications a“fail fixed” fud flow
followed by a manually activated switch to the aternate mode has been accepted. In these
gtuations, provisons for announcing the “fail fixed” condition to the flight crew by cockpit
ingrumentation should be made. The dternate mode may be implemented using
hydromechanica, electrical or eectronic means, or any combination of these. The power or
thrust change associated with an automatic transfer to the dternate mode should be declared in
the gpproved engine indruction manud. Generdly, designsinvolving autométic transfers have
been limited to thrust changes less than gpproximately 10 percent. Thrust changes larger than

10 percent have been accepted when resulting from a crew sdlected transfer. Acceptable

Thisdocument does not represent Final Agency Action on thismatter, and shall not beviewed asa
guaranteethat any final action will follow in thisor any other form.
Pane 26



[DRAFT] [1/13/00 version 31]

trangtion between dl control modes should be demongtrated to the greatest extent possible for
engine catification. Development flight testing is highly desrable, if avallable. If pilot actionis
required in the fault detection and transfer of contral, the faults involved in such a Stuation
should be declared in the engine ingtruction manud, and the condition(s) should be evaduated
during arcraft certification. For transfers that occur automatically, consderation should be given

to the following:

(& Thefrequency of occurrence of trandfersto any dternate control mode.
Computed frequencies of transfer to any dternate control modes should be supported with data
from endurance or rdiability testing, in-service experience on Smilar equipment, or other

acceptable data.

(b) Faultsthat would result in transfer to any dternate mode and the capability for

detection of these faults.

(c) Sdf-test coverage and diagnostics. Sufficient salf-test coverage and diagnostics

should be provided to alow detection of error conditions critical to system performance.

(d) Any timeddaysin the transfer of control should be declared in the engine
indruction manud. In some cases, it may not be possible for the engine certification engineer to
determine that the mode trangition provides a safe and acceptable system in accordance with

part 33 based solely on andytica or amulation data. Therefore, it may be advantageous to the
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applicant to propose a brief flight test program to support the data. In any case, such control
trangtion delays may or may not be acceptable for aircraft certification, depending on the
ingdlation. Therefore, the engine manufacturer should coordinate with the aircraft
manufacturer, if known, and the aircraft certification office to evaluate this configuration early in
the program. Also, any control mode trangtion should be fully evauated during aircraft

cartification.

(e) Availability of the dternate mode. If the dternate mode is not exercised during
norma mode operation, an ingpection interval or procedure for exercising the aternate mode
should be specified to ensure that it remains functiond and available. Any ingpection interva or
procedure may result in an operationa limitation and requires the gpprova of the engine

certification office.

(f) Providonsfor gnd(s) to indicate a mode trangtion.

(6) Overspeed Protection System Requirements. This gpplies to engine designs requiring

an overspeed protection control function. Two categories of overspeed mafunction should be
congdered; those caused by shaft separation or loss of load, and those caused by control or
fue system falures. Overgpeed mafunctions caused by shaft separation or loss of load may be
too rapid for the overspeed protection system to react in atimey manner. Therefore, unlessthe
control system isintended to provide such protection, this case does not need to be considered.

For shaft fallure cases, the engine design should have some dternate methods of protection
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againg rotor overspeed in order to comply with §33.75, such as “blade-shedding” or a* mash-
and-clash” turbine design. In casesin which the engine design incorporates blade-shedding to
protect the rotor from an overspeed above structural limits, a control system overspeed
protection system may not be needed, because the blade-shedding approach is intended to
work on any overspeed condition. For those engine designs using a * mash+and-clash” method
of overgpeed protection, an EEC overspeed protection system may be needed if the “mash—
and-clash” design of the turbine provides protection only when the turbine sheft is free to move
axidly. If acontrol system overspeed protection function is necessary, the overspeed
protection system should be evauated with regard to functiondity and reliability as part of the

engine control system.

(&) For overspeed protection systems, the following provides one method, but not the

only method, of compliance with both 8833.28 and 33.75:

1. The combined engine and overspeed protection system should be at least two
faults removed from a potentid rotor burst event, when one of the faults induces the overspeed.
In this respect, a potential rotor overspeed burst should only be possible as aresult of afirst
fault inducing an overspeed and an independent fault preventing the overspeed protection

system from operating.
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2. Theandyss should show that the probability per engine flight hour of an
uncontrolled overspeed condition from any cause in combination with failures of the overspeed

protection system is less than one event per billion hours (E10-9).

3. Thefallurerate of the overspeed protection system, itself, should be on the

order of one event per ten thousand hours (E10-4) per hour.

4. The probability of an inadvertent trip of the overspeed protection system should
be commensurate with the fault consequences. The frequency of inadvertent trips of the
overprotection protection system that cause a greater than ten percent thrust or power change

should beincduded in the LOTC andysis.

5. Overspeed protection is anecessary function for dispatch and is required by
8833.28(c) and 33.75. Therefore, when the overspeed protection function is part of the control
system and its implementation involves the use of eectrica or eectronic components, a self-test
of the overspeed protection system to ensure that the system is functiond prior to each flight
should be implemented. It has been acceptable to verify functiondity of the overspeed

protection system at engine shutdown of the previous flight.

6. When multiple paths can invoke the overspeed protection system, atest of a
different path should be performed each engine cycle such that a complete test of the overspeed

system is achieved in aminimum number of engine cycles. If apath(s) isfound to be
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inoperative, the failure rate of the remaining path(s) should be less than 10-4 failures per hour,
and combinations of failure leading to an uncontrolled overspeed event should il be extremely

improbable. 1n no case should the control system be knowingly dispatched with the overspeed

protection system failure rate greater than 10-4 failures per hour or known to be inoperative.

7. The gpplicant may provide data that demongtrates that the mechanical part of
the overgpeed protection system, such asthe fud shut-off mechanism, can operate without
falures between stated periods, and the gpplicant may propose establishing a periodic
ingpection and test interval for the shut-off mechanism in lieu of testing shut-off mechanism
operation as part of the self-test conducted for each flight. When this approach is used, the
sdf-test conducted for each flight may be limited to the electrica and dectronic components of

the overspeed protection system.

8. Use of shared resources between the control system and the overspeed
protection system should be evduated. An andysis should show that the probability of faults of
shared resources that could cause or contribute to an overspeed event as well asinhibit the
overgpeed protection function is extremely improbable, that is less than one event per billion
engine flight hours (10E-09). Single failures should not cause such acondition. Theintent is

that the overspeed protection system should be independent from the norma control.
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9. When the overspeed control function isimplemented via mechanica or
hydromechanica means only, such as afly-bdl governor system, a periodic ingpection and test
interva for compliance with the requirement for “ continued system availability” is acceptable.
The periodic ingpection and test interva should be based on test or in-service data that

demondirates that the system operates without fallure between intervas.

(b) The overspeed mdfunctions utilized in the failure andysis should be addressed

when complying with §33.27.

(7) Guidancefor Use of Commercid or Industrid Grade Electronic Parts. When

commercid or industrid grade e ectronic components are specified in the engine type design, the
goplicant should verify the commercid or industriad grade vendor’ s database upon which the
falure rate of the component is based, and the gpplicant should have plans or proceduresin
place to assure that the basis for the declared vendor failure rate is maintained throughout the
entire procurement and manufacturing cycle. Commercid and industrid grade eectronic
components are not defined, identified, or controlled by military specifications. The gpplicant

should have available and provide the following data for review, as required:

(@ For eech commercid and industrid grade eectricd component specified in the
design, the gpplicant should have reliability data that substantiates the failure rate for each

component that is used in the EEC rdiability andyssand in the SSA.
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(b) The applicant should have procurement, quality assurance, and process control
plansin place for the vendor-supplied commercia and industria grade parts that can be used to

assure that the parts will continue to be provided a the rdiagbility level specified in the approved

engine type design.

(¢) Because commercid and industria grade parts may not dl be manufactured to the
same accepted industry standard, such as military component standards, it may be necessary to

provide unique databases for smilar components procured from different vendors.

(d) If the declared ingtdlation temperature environment for the EEC is grester than
that of the dectronic components specified in the engine type design, the gpplicant should
subgtantiate that the proposed extended range of the specified componentsis suitable for the
goplication. Additiondly, if commercid or industrid parts are used in an environment beyond
their pecified rating, and cooling provisons are required, the cooling provisons should be
gpecified. Falure modes of the cooling provisons that cause these limits to be exceeded should

be congdered in determining the probakility of falure when ingdled in the aircraft.

(8) Condderation of Loca Events. When designing an €lectronic control system to meet

the requirements of 833.28, the engine manufacturer should provide a control system with a
least an equivaent leve of safety and reiability as has been achieved by engines or propellers
equipped with HMC systems. Such HMC systems have been shown to perform safely and

relidbly in the face of what are termed “loca events.” In some cases, the EEC system provides
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functions not previoudy provided by HMC systems, or isimplemented differently so that an
equivaence comparison to the HMC system is not practica. In these cases the acceptability of
the effect of loca events should be based on the effect on aircraft safe flight and landing.
Examples of “locd events’ include: engine overheating conditions or fires, eectricd problems,

hydraulic and lubricating fluid lesks, and mechanicd disruptions.

(8 Whatever the locd event, the behavior of the EEC system should not cause a
hazard to the aircraft that could jeopardize continued safe flight and landing. This will require
congderation of effects such as the control of the thrust reverser deployment, an overspeed of

the engine, and transents effects or inadvertent propeller pitch change under any flight condition.

(b) When demondtrating that there is no hazard to the arcraft from loca events that
could jeopardize continued safe flight and landing, the gpplicant should show that any other
function that is necessary to provide protection will be available at the time of the loca event
and will not be rendered inoperative by the same locd event, such as destruction of wires,
ducts, power supplies, etc. Thisincludes proposed designs in which the engine manufacturer
assumes the aircraft, or aircraft components, provides necessary protection. This assumption

should be documented in the engine failure modes effects and criticaity andyss (FMECA).

(¢) An overheat condition exists when the temperature to which the EEC is exposed is
greater than the maximum safe design operating temperature declared by the engine

manufacturer. The eectronic portions of the control should not cause a hazardous condition
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when the EEC is exposed to a continuous overheat or over-temperature condition, such as may
occur within a nacelle when aduct bursts or lesks. Specific design features or andysis methods
may be used to show compliance with respect to the prevention of hazardous effects. When
thisis not possble due to the variability or the complexity of the failure sequence, then
acceptable testing may be required. Computer smulation techniques smilar to those discussed
for fire testing in paragraph 4.c.(8)(d) of this AC have aso been acceptable. The compliance
criterion for overheat requires that when the EEC system is exposed to an overheat condition,
the system should not cause the engine to behave in an unsafe manner and should alow a safe

engine shut down.

(d) Section 33.28 requires that exposure of the eectrica and eectronic parts of the
EEC sysem to fire will not result in an unsafe condition. The EEC system must comply with fire
test requirements when the system islocated in afire zone. Fire zones are defined in
appropriate arcraft certification standards. Fire requirements for the eectronic parts of the
EEC sysem are not covered precisely in the regulations with regard to the length of time they
are required to function when exposed to fire. Therefore, acompliance criteria has been
developed for EEC systems that requires that the control system maintain the ability to safely
shut down the engine when exposed to fire. In addition, the syssem must not teke an unwanted
action that could become hazardous to the aircraft during the exposure to the fire. Therefore,
when exposed to fire the EEC system should alow a safe engine shut down without an

unwanted action occurring during the exposure.
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1. Thefud handling parts of the EEC system, indluding the fuel shut-off vave
(SQV), should comply with the requirements of 833.17, which requires these partsto befire
ressant. The engine design must minimize the probability of the occurrence and spreed of fire.
Therefore, congderation should be given to those parts of the EEC system that control airflow

that could fall in adirection to contribute to the fire when the system is exposed to fire.

2. Inaddition, 833.75 requires that fire cannot cause the engine to lose the
capability to shut down. For system designs that depend on eectric power to actuate the SOV,
it may be necessary to use high temperature wire or other protective means to ensure that the

capability to shut down the engine is retained when exposed to fire.

3. Computer smulations of exposure of the EEC to fire may be used in lieu of fire
tests on production hardware as demonstration of compliance with fire res stance requirements.
Approved computer smulations should be vaidated by andyss or test, or both, including all

assumptions upon which congtruction of the computer smulation is based.

4. Hardware emulations for use in fire tests may aso be acceptable. Approved

hardware emulations should be vaidated by andyss or test, or both.

5. The engine manufacturer should note that as part of arcraft certification for
trangport aircraft the Transport Airplane Directorate (TAD) has required actua fire tests be

conducted on dl eementsin systems in which there is the potentid for fire causng a
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catastrophic failure, such as elements that could cause a catastrophic reverser deployment or an

uncontained rotor burst.

(&) The agpplicant should demongtrate by andysis or test that when any EEC system
component input or output eectrica connection is open circuited or shorted to ground, the
system behavesin a safe and predictable manner. In addition, it should be shown that any EEC
system component connector that becomes disconnected while the engine is operating does not

jeopardize the continued safe flight and landing.

(f) The gpplicant should demondtrate by andysis or test that hydraulic or lubricating
leaks impinging on the EEC control system do not result in a hazard to the aircraft that could

jeopardize the continued safe flight and landing.

(9) Theapplicant should demongirate by test or analys's, or both, that mechanical
disruptions that could sever connections or impact and damage EEC system components do not
result in a hazard to the aircraft that could jeopardize continued safe flight and landing. Itis
recognized that evauation of this desgn feature is ingdlation dependent in many cases, and that
the evaluation of the consderaionsin the design for mechanica disruptions may have to be

consdered on acase by case basis.

(9) EECs For Reciprocating Engines.

Reserved.
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5. SECTION 33.28(d).

a. RuleText. Section 33.28(d) provides that each EEC mugt, “Have environmental
limits, including transients caused by lightning strikes, specified in the instruction

manual."

b. Intent of Rule. Section 33.28(d) ensures that the engine and control system meet
acceptable environmenta operating conditions. The ingtruction manua should clearly define
EEC system operationd limitations, for the benefit of the engine ingdler, and provide assurance

that the EEC system isfunctiond in areasonably designed aircraft environment.

c. Background. The following guidance provides a method, but not the only method, of

compliance with §33.28(d).

(1) Generd Test Requirements. Section 33.28(d) requires that the EEC system have

environmenta limits specified in the engine ingtruction manud, including those associated with
lightning and High Intengty Radiated Fields (HIRF). Environmenta tests conducted on an
individua system component basis in accordance with test procedures defined in RTCA
Document DO-160D (see AC 21.16D), or equivaent, have been acceptable, except for

temperature variaion, HIRF and lightning tests.
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(@ A minimum of 10 temperature cycles should be performed for temperature

variation tests.

(b) For the HIRF, lightning, and electromagnetic interference (EMI) system tests,
adaptation and combinations of the test proceduresin RTCA Document DO-160D should be
used. Thetest procedures contained in RTCA Document DO-160D are directed toward tests

of individua pieces of equipment rather than systems, such as EEC controls.

(c) EMI tests conducted in accordance with MIL-STD-461/462 have been accepted
as providing procedures and test levels equivadent to thosein RTCA Document DO-160D.
When the two test procedures differ for a particular test case, the more rigorous test procedure
should be used unless use of the dternate test can be judtified. HIRF and lightning tests should
be conducted using the procedures described in paragraphs 5.¢.(2), 5.¢.(3), and 5.c.(4) of this

AC.

(d) Environmenta tests in accordance with MIL-STD-810E may be accepted in lieu

of RTCA Document DO-160D tests when the MIL-STD-810E tests are equal to or more

rigorous than those defined in RTCA Document DO-160D.

(2) Sysem Tedt Configuration Condderaions. HIRF, lightning, and EMI tests have been

conducted as system tests by EEC manufacturers or engine manufacturers on closed loop

laboratory setups. The closed loop setup is usudly provided with hydraulic pressure to move
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actuators to close the inner actuating loops. A smplified engine smulation may be used to close

the outer engine loop.

(& Open Loop Laboratory Tests. In some cases, open loop laboratory setups with
EEC test software have been accepted. If the gpplicant eects to conduct open loop setups the

following factors should be considered:

1. The EEC test software should be devel oped and implemented by guiddines
defined for software levels of at least Level 2 or Leve C, in RTCA Document DO-178A and
RTCA Document DO-178B, respectively. In some cases, the gpplication code is modified to

include the required test code features.

2. The system test setup should be instrumented to monitor both the output drive

ggndsand theinput Sgnds.

3. Anomalies observed on inputs or outputs should be duplicated on the engine
smulation to determine whether the resulting power or thrust perturbations comply with the

passfal criteria

(b) Pass/Fail Criteria. The tests should be conducted with the EEC system controlling
the engine at the most sengitive operating point, as salected by the gpplicant. Thismay bea

different operating point for the three different tests. The system should be exposed to the
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HIRF, lightning, and EMI environmenta thresets while operating a the selected condition. The

pass criteriafor HIRF and lightning is that there be “no effect” on the operation or operationa

characterigtics of the system. “No effect” is defined asless than £ 2 percent of power or thrust

change from the norma control governing capability for a period of less than one second. For

other EMI testing, the limits selected from the appropriate section of RTCA/DO-160D have

been used. The following results are consdered to be test fallures:

1. Trandersto dternate channels, backup HMC systems, or reversonary modes.

2. Component damage.

3. Significant fault codes recorded in the fault memory.

4. Fdsefault announcements to the crew that could cause unnecessary or

ingppropriate crew action.

5. Erroneous operation of overspeed or reverser circuits.

(3) HIRF Test Requirements. For HIRF testing, systems have been accepted for engine

certification based on the AIR-100 December 5, 1989, interim HIRF policy letter and
supplements that address critica systems. Notice N8110.67, “Guidance for the Certification of

Aircraft Operating in High Intensity Radiated Fidds (HIRF) Environments,” superseded the
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interim HIRF policy letter. Due to the one year limitation of policy notices, N8110.67 was
cancelled and the HIRF notice reissued as N8110.71 in April 1998. N8110.71 includes minor
modifications and has a cancdllation date of April 2, 1999. Intheinterim policy letter and the
two notices, it is stated that using 100 volts per meter average from 10 KHZ to 18 GHZ was an
acceptable leve for conducting HIRF bench tests for systems that perform critica functions.

For rotorcraft applications, the HIRF bench test level should be 200 volts per meter average

from 10 KHZ to 18 GHZ.

(& The Engine and Propdller Directorate has used 200 volts per meter average over

the entire frequency range from 10 KHZ to 18 KHZ asthe standard for testing EEC systems.

(b) At aminimum, the modulations specified in RTCA Document DO-160D, Section
20 for categories W or Y should be used. Additional modulations based on the EEC operating

frequencies or control loop bandwidth should be used for the system HIRF tests.

(©) Inmany cases, additiona pulse modulation tests in the microwave range are
specified by the arcraft manufacturers. These additiond tests are generdly at fidd levelsin
excess of 1000 volts per meter. Experience to date has shown that EECs that pass 200 volts
per meter average will adso pass tests a the higher pulse modulated fidd levels at the higher
frequencies. However, it should not be assumed that the system is hardened to these levels
without completing the high level pulsetests. Test procedures generdly follow the guiddines of

Section 20 of RTCA Document DO-160D.
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(4) Lightning Test Requirements. Lightning tests follow the guiddines of AC 20-136 and

Section 22 of RTCA Document DO-160D. Multiple Stroke (MS) and Multiple Burst (MB)
tests are conducted on the system connected on the test bench as described in paragraph

5.c.(2) of thisAC.

(& EEC MSLightning Tests. Low leve lightning test(s) should be conducted to
establish the engine cable shield current levels. Low leve tests have been used to establish the
wave forms and current levels coupled on to the cables for the MS tests. The shield current
level for large engines has been on the order of 1000 to 2000 amperes. For smaller engines,
shield current levels have been higher. Theseleves aretypicdly determined by low current level
lightning tests on the engine without the full benefit of nacelle attenuation and, therefore, should
be consarvative. Although the shidld current level is not required to be used in an M S lightning
test, the gpplicant should demondtrate thet the level isaredidic levd for the category of engine

and its gpplication.

(b) EEC MB Lightning Tests. Past MB tests have been conducted using the
chattering relay test defined in Section 19.3.4.1 of RTCA Document DO-160D. However, the
chattering relay test has been superseded by MB tests using Waveform 3 or Component H

defined in AC 20-136.
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(c) EECPinlInjection Tests(PIT). PITsare normaly conducted onthe EEC. PIT
levels are selected as gppropriate from the tables of Section 22 of RTCA Document DO-

160D. PITsare conducted on other system components as required.

1. PITsshould be used to verify that equipment does not exhibit permanent upset
or damage when subject to the pin-injected transent waveforms. During these tedts, the
trandent waveforms are applied directly to the designated pins on the equipment connector,
normally between each pin and the equipment chassis ground, as described in RTCA Document
DO-160, Section 22. This method is used to assess the didectric withstand voltage or damage
tolerance of the equipment interface circuit. For equipment electricd interface circuits thet are
eectricdly isolated from the equipment chassis or grounds, a didectric withstand or high-
potentid (hi-pot) test that meets or exceeds the peek transent waveform voltage amplitude is

acceptable in place of the PIT.

2. Equipment interface circuits with low impedance with respect to the equipment
chassis should be subjected to the PIT. For pin injection purposes, low impedance should be
conddered less than 100 ohms at any frequency below 10 KHZ. Shunt filters and trangent
suppression devices such as Tranzorbs(tm) normaly produce low impedance to chassisto
provide transent protection and should be subjected to the PITs at the selected waveform

levels.
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(d) Aircraft and Engine Certification Lightning Tests. Lightning tests conducted on an
EEC system may be adequate to cover arcraft certification, as well as engine certification,
provided the aircraft-engine interface cables and current levels are adequately represented in the
test. Thisgppliesto enginemounted EECs. The test levels should be a aleve compatible with
the ingdlation. The goplicant and the engine certification office should mutualy agree on the test
level inthe test plan. In order to account for the aircraft contribution to the test levels it is
desirable in some cases to coordinate with the aircraft certification office in order to use a

mutualy acceptable test level for the category of arcraft involved.

1. The engine manufacturer should note that each aircraft manufacturer ingaling an
engine must determine the levels to which the indaled engine and EEC system will be exposed

for the particular aircraft and demonstrate that these levels are equd to or less thanthe leves

that were used for engine certification testing. If the aircraft manufacturer cannot show that this
is the case, then EEC system lightning tests may be needed to show compliance with arcraft

certification sandards.

(5) Maintenance Requirements. Section 33.4 and Appendix A to part 33 require that the

engine manufacturer prepare Ingtructions for Continued Airworthiness (ICA) for dl engine
parts. Aspart of the ICA amaintenance plan must be provided. Therefore, as part of the
environmenta protection system that is part of the engine type design and used to protect the
EEC system from HIRF and lightning, a maintenance plan must be provided to ensure the

continued airworthiness of the ingdled systems.
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(8 Notice 8110.71 provides some guidance that can be used to meet the ICA
requirement. Maintenance requirements may include periodic ingpections or tests for required
sructurd shielding, wire shields, connectors, and equipment protection components. The
gpplicant must provide the engineering vaidation and substantiation of these maintenance

requirements.

(6) Environmental Tesing. All components of the EEC system, including dl eectronics

units, sensors, harnesses, hydromechanica dements, and any other relevant elements or units,
are required to be tested to establish that they will operate properly in their declared
environment. When applicable, tests defined in RTCA Document DO-160D have been
accepted. Environmenta test plans should be gpproved by the engine certification office prior

to commencing the tests.

(@ Although environmentd test limits are not specified, environmentd tests should be
representative of the environments that are expected to be encountered in the engine ingta lation.
Specid attention should be given to any condition that could affect more than one engine or
propeller control system, such as afaulty operation during hot day ambient conditions. The
environment to which the component is qudified should be entered into the instruction manua

and is conddered to be an ingdlation limitation for the ingdler.
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(b) The gpplicant should prepare an environmenta test plan that is summarized in an
environmenta test matrix that defines the method to be used to qudify the component for each
of the environments. The environments and test procedures defined in RTCA Document DO-
160D have been acceptable to the FAA for eectrical and dectronic components. Generdly,
only the anticipated types of environments to which the components are expected to be
exposed need to be tested. For other environments the matrix can be noted as* not
goplicable” The components may be qudified by test, amilarity, anadyds, or any combination

of these.

(o) For fud handling, hydraulic, and pneumatic components, such asthe Fud
Metering Unit (FMU) and actuators, the applicant should provide the proposed test plan for
gpprova before commencing the tests of these components. These components may be
qudified by test, smilarity, andyss or any combination of these. In some cases, the testing
required for the engine block tests under 8833.49 or 33.87 may be adequate to quaify these

components. Otherwise, additiona tests are required under 8833.28(d) and 33.91(a).

(7) Time Limited Digpatch (TLD) Environmental Tests. Although TLD isnot a

requirement for certification, HIRF and lightning tests for TLD are usudly conducted together
with tests conducted for certification. In order to gain gpprova for the use of TLD, gpplicants
are expected to demondtrate that dispatchable EEC configurations continue to meet
environmental requirements of the certification bass. SAE Document ARP 5107 aso contains

goplicable TLD information. For HIRF and lightning, applicants have usudly determined that
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the angle channe dispatch configuration is the worst case dispatch configuration and have
conducted HIRF and lightning tests with one channel inoperative to demonstrate compliance.

For other environments, the gpplicants have complied by andys's and statements of compliance.

6. SECTION 33.28(e).

a. RuleText. Section 33.28(e) providesthat each EEC mugt, “ Have all associated
softwar e designed and implemented to prevent errorsthat would result in an
unacceptable loss of power or thrugt, or other unsafe condition, and have the method

used to design and implement the softwar e approved by the Administrator.”

b. Intent of Rule. Section 33.28(e) requires that eectrica and eectronic engine control
systems have al associated software designed and implemented to prevent errors that would
result in a unacceptable loss of power or thrugt, or other unsafe condition, and have the method

used to design and implement the software gpproved for the gpplication.

c. Background. The following guidance provides a method, but not the only method, of

compliance with §33.28(e).

(1) Software Level Requirements. Software designed and implemented according to the

standards established asLevel 1 or Levd A, as provided in RTCA documents DO-178A and

DO-178B, respectively, will be viewed as acceptable, provided the applicant has completed
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any additiond testing required by the Administrator. RTCA Document DO-178A has been
superseded by RTCA Document DO-178B. In generd, engine certification projects with a

date of application after January 11, 1993, should use RTCA Document DO-178B.

(2) Software Partitioning. It may be possible to partition non-critical software from the

critica software to dlow the non-critica software to be designed and implemented at alower
leve than provided in the RTCA documents. Applicants should substantiate the adequeacy of
the partitioning method and are cautioned to consider whether the partitioned lower software
levels are gppropriate for any anticipated ingdlations. Should the criticdity leve requirement be
higher in subsequent gpplications, it would be difficult to raise the software level without

repesting the software life cycle processes for the new level.

(3) Software Integrity. RTCA Document DO-178B provides guidance for software

used a soecified hazard levels. Aswith dl guidance specified in this document, future events or

advancements in technology may require modification of that guidance.
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APPENDIX A

REGULATORY BAS SFOR REQUIRING ELECTRONIC ENGINE CONTROL

(EEC) SYSTEM SAFETY ANALYSIS (SSA) UNDER §33.28

This appendix explains the basis for requiring a System Safety Andysis (SSA) as part of an
applicant’s demonstration of compliance with 833.28. Prior to §833.28 being added to part 33,
EEC systems were certified only upon demongration of complete redundancy in the eectronic
portions of critica loops of the system. Applicants that did not perform an SSA were required
to demondtrate sufficient smilarity to earlier EEC accepted designs that had adequate
redundancy. Section 33.28 codified for genera applicability the practices used in these early
EEC engine certification programs. If changesin EEC design make it no longer possible to
accept EECs based on that similarity with earlier accepted designs, then future applicants must,

in order to demonstrate compliance with 833.28, submit an SSA for each EEC design.

The FAA will accept new technologies on the basis that the safety and reliability of that new
technology are equivaent to, or an improvement over, current technologies. On this basisthe
EECs were accepted in place of Hydromechanical Engine Control (HMC) designs after
establishing the basis for comparison as one loss of thrust control (LOTC) event per 100,000
hours of service. AnLOTC event isonein which thereisaloss of the ability to control engine

thrust from flight idle to 90 percent of maximum rated thrust. This basis for comparison was
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edtablished after extensve review, by FAA and industry, of in-service religbility data of existing
engine control systems. The results of that review were documented in issue papers and

technica memoranda

To meet thisreiability standard, early EEC systems were designed with dua channel
redundancy from the sensed inputs to the dua output devices for the critical control 1oops,
defined as the fud, stator vanes, and bleed control loops. Parts of the engine control system

that remained with HMC technology generdly were not made redundarnt.

A means, but not the only means, of compliance with §833.28 is provided in this advisory
circular through analyss to demondrate that the proposed EEC system meetsthe LOTC criteria

and that the EEC system has adequate redundancy and fault accommodation.

Section 33.28 provides that “no single failure or mafunction or probable combination of failures
of dectrica or eectronic components of the control system, results in an unsafe condition.” The
term “unsafe condition” as used in this context is not limited to those specific conditions
described in 833.75. While changesin thrust done, however, will not dways congtitute an
unsafe condition, the FAA will continue to evaluate unwanted changes in thrust or power with
regard to the frequency of those events, their magnitude, and their occurrence in the flight
envelope in determining whether aloss of thrust control congtitutes an unsafe condition for a

particular engine design.New technology eectrica and eectronic EEC systems introduce
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potentia failures that could result in unsafe conditions requiring an SSA under 833.28. Those

faluresindude, but are not limited to, the following:

Complete loss of control over the engine.

An ingahility in the control of acriticd function of the engine.

An unwanted change in magnitude or direction of power or thrust in some operating
conditions.

An unwanted action of acritical control function, such as the uncommanded

deployment of thrust reversers.

Early EEC sysem designs have full redundancy on eectronic parts of the system that control
critica loops and, therefore, were found to provide reliability equivadent to the HMC systems
they replaced based on the established reliability criteria of one LOTC event in 200,000 hours
of sarvice. These sysems are essentialy single fault tolerant. They cannot be consdered fully
sangle fault tolerant only because a smdl percentage of failure types elither cannot be addressed
or are not detectable so that they cannot be accommodated. Using this criteria, subsequent
systems can be accepted based on their smilarity in design with these early redundant EEC
sysems. In recent certification programs, however, gpplicants have proposed engine designs
using EEC sysemsthat offer lessthan full redundancy. In these newer EEC designs significant
unwanted changes in thrust or power could occur as aresult of sngle system failures.

Therefore, Snce these newer systems were not Smilar in design and did not meet the LOTC
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reliability criteria equivalent to HMC systems, the FAA could not accept these systems without

an SSA to demonstrate compliance with 833.28.

The FAA has recognized that a uniform method for demongtrating how newer EEC systems
comply with 8§33.28 would both promote safety in ar commerce and aid industry. ThisAC
provides that method based on meseting the LOTC reliahility criteriafor HMC designs through
tests or analysis, or both. The FAA aso recognizes that the LOTC reiability criteriafor HMC
designs was established through review of service experience data for arcraft certified under
part 25 only and that an acceptable rdiagbility criteriafor arcraft certified under other standards,
parts 23, 27 or 29, may differ from the part 25 criteria. Applicants are cautioned, however,
that engines certified under part 33 are generdly not restricted to a specific operationd use, and
that the FAA may, therefore, have to apply the more conservative part 25 criteriain a particular
certification program if it determines that the engine involved in that program may be digible for

ingtdlation on an arcraft that may be certified under part 25.
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